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Aims

e How much citizens and customers care?

— Government: tracking people | & &
for their security, and to use ' Warning
. : CCTV
as court evidence Bl

operation

— Companies: gathering data
to offer personalized service
to the customers

 The PVNets project aims at understanding
how people deal with privacy
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Objectives

 What? Case studies: gathering data on people’s perceptions of
risks and values of data held about them.

(financially excluded, students on facebook, w

family and customer relationship, IPS)

* How? Methodologies and training: developing novel approaches
to the measurement and study of privacy. g7/

* So what? Applications: how our findings can be ap/pl‘ied

' B =
effectively? . —
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Outline

Case study: collecting private data from
students using Facebook

— Principle
— Why Facebook
— Testbed
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Case study: collecting data from a testbed

e Students using Facebook

* Personal information is automatically collected
from mobile phones...

e ...and shared on their Facebook account

* Setting privacy parameters can be done both
from the mobile phone or through the Facebook
application

* The goal is to study their behavior

— Who? Where? What? To who? When? Why? ...
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facebook.

More than 175 million active users

More than half of Facebook users are
outside of college

The fastest growing demographic is those
30 years old and older

Average user has 120 friends on the site

More than 3 billion minutes are spent on
Facebook each day (worldwide)

More than 18 million users update their
statuses at least once each day

More than 4 million users become fans of
Pages each day

source: http://www.facebook.com/press/info.php?statistics

Facebook members
In millions

2005 2M2 2009
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Sensor-enhanced Facebook

facebook.

Friends  In

Mark Zuckerberg  Settings ~ Logout

Mark Zuckerberg i piaying wih some products

Wall Info Photos Boxes Notes Video

8, pdate stavus | €1 share tink () Add Photos @ Causes B Musicrvideo ~

Advertise

now? BT 10 viion Ace

What are you doi
Users.

View Photos of Me (405)
View Videos of Me (7)
View My Friends (698)

soyBen Postsy Oers @ Setngs

] Mark wrote a note. Comment
Information My Favorite Davos moment..
On Friday morning | went to a breakfast with President
Networks: Musharraf from Pakistan to hear him speak. At the beginning of
Facebook the breakfast, one of his friends and supporters began to
Harvard Alum introduce him by saying that he had to deliver the bad news to o e
San Franisco, CA Musharraf that his reputation wasn' 50 good in the west.

Continue Reading,
May 14, 1984

5 8 wark wrote on Anika Fragodt's wall Work at Facebook
Falo Ao, CA @ Mark dontea 525 to 3 cause W E
Save Darfur ¥
Friends
638 frends see Al
SAVEDARFUR Interested in Online Sales
1) Wall-E for President - NYTimes.com opportunites Facebook
Dustin Mark Ruchi f b ww smptimes. com is hiring. Apply Today.
Moskotz See  Sanghv The ferce urgency of now that drivs the family movie d s yearing fo

is absent in both the Barack Obama and John McCain campaigns these days.

@\ More Ads
L3 Add Comment - 1 Comment - Share
el o

m Adya  Man Ben Bl
Gleit Agawal  Cohler Not sure f Wall-e is quite right for the role

Posted Items
Sof 19posted tems  See Al
AL, Mark thinks the Wimbledon finals were amazing

(5 Wal-£ for resident
mes com e
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Testbed

 Around 30 N95 phones
— Wi-fi, Bluetooth
— GPS
— Accelerometer
— Camera, Microphone
* To be distributed to students
e Recruitment through Facebook

* Collect and analyse data on users’ behavior

* Deploy another similar testbed with another sample of
users and a different place (UCL)
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Questions?
BIG BROTHER

IS WATCHING

100

(and he may already know what questions you’re gonna ask)

http://www.pvnets.org

Fehmi Ben Abdesslem

fehmi@es.st-andrews.ac.uk
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