Current activities:
Digital DNA, Performance
Evaluation of Security,
Oblivious Transfer
Methods ...
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Commercialisation.

PhD start > Spin-outs. o>
Patents. ({l

Knowledge Transfer.
Keep the researchers ...
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10 years
Next Generation Blue skies:
Research: What's the
Industry R&D: e What's stopping us major step
MELS B emElE from making it faster? changes?

Make it faster?

What'’s stopping us
Make it more compatible? ’ PpIng

from making it more
secure?

e What's stopping us
from making it more
creditable?
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Why do we exist ...




Mobile Systems

Mesh/Ad-hoc Networks. Dr N.Migas

Mobile IP.Dr I.Romdhani

Group communications. Dr A.Al-Dubai/Liang Zhao
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Security Imperial College
Intrusion Detections Systems London

Performance Evaluation (Dr) L.Saliou

Intelligence-sharing frameworks Omair Uthmani T f;;gm;;ls
Risk Analysis in e-Crime Mat Miehling Group | (pi) Group Ltd

Next generation systems A.Kwecha
Privacy preserving algorithms Z.Kwecha

Digital Forensics
Digital DNA Dr J.Graves/Niladri Bose

Simulators/Educational Frameworks
Network Simulators Prof B.Buchanan
Linux Zoo Dr G.Russell

< SAPPHIRE

e-Health/Speech Analysis

] NHS

Patient-centric systems.
Speech Analysis. A.Lawson/Dr John Old

<ZE RFID. Dr C.Thuemmlar, MD CISCO

&) Infection Tracking. Prof Nick Christophi -

© Patient Risk Assessment. (J nc
:.C:)') The Boyal Bank of Scotland \ ¥ ’ i "
=

Author: Prof Bill Buchanan

Introducing the group...



Why can’t Digital Forensics
be more like
Forensic Science?
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Existing Digital Evidence is
generally not fit for purpose

e Legacy

¢ Not designed for current needs

“Digital DNA” conceived as a new|
form of metadata:

eDigital Forensics detrisuied
e Auditing/Compliance —
eMonitoring user/process

interaction

eProvides SIEM vendors with
technical edge

® Unique Metadata Collection and

Analysis Suite
eComplete, Accurate, Authentic

ePatent Pending (0816556.5 )

eData Collection
e Continuous recording, or time
line, of activity
eData Analysis

e Provides probability that activity
occurred, akin to the use of DNA
evidence in court

e Unique form of host-based

metadata
eDetails of file-access history and process
interaction
¢Offline analysis abilities

e Compliance, eDiscovery, and
Digital Forensics ready
eEasily integrates into multiple strategic
activities
e Patent-Pending fingerprinting
technology
eRobust form of evidence

e Compliments existing audit data
e¢Adds value to existing SIEM audit sources

Digital DNA




Fingerprint of Activity
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USER ACCESSES SALES DATA

MATCH REPORT

Fingerprint of Activity Probability -
of user opening
[DALLLQAFCCLPHLILLILPHLPF sales data: High
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How do you balance the

rights of the individual

against the rights of the
investigator?

1-N Oblivious Transfer
Algorithms in Privacy-
Preserving Investigations

Zbigniew Kwecka

Author: Prof Bill Buchanan
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Organisation
(data holder)

Public Authority

Author: Prof Bill Buchanan

The Problem
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o o Bob

Request for Bob’s
purchase data, which

_g identifies him as a suspect
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How do you assess the
affect of security on
networked devices?

Dynamic Performance
Modelling for Network
Devices

Lionel Saliou

Author: Prof Bill Buchanan
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Organisational Dimension

Structural Dimension Security Dimension

g

Platform

Network Speed

fmm e L STE ,

; | ‘ [ - [

o o W . o« ® .

Interface Direction Rule-set size Critical rule Layer
position

Environmental
conditions

—_— Network metrics:
* Latency
* TCP Stream
\ * Error-rate
Device metrics:
* CPU Usage
* Processor Memory
* Error-rate

i

centre for
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Firewall rule-set

Filtering -
layer Size position

Network conditions l l L

Network load

Network Firewall

Address: 10.1.1.1
Port: 1024

Physical
Internal network

Incoming
direction

Network speed Component
Platform Interface Direction

Chosen device

S

Address: 170.1.1.1
Port: HTTP (port 80)

Critical rule

Output Metrics

Network-oriented metrics with error-

rates

Device-oriented metrics with error-
rates

Data flow

e

Outgoing

direction networks

Author: Prof Bill Buchanan
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Legend

No Traffic E 20 Percent load 40 Percent load
10 Percent load E 30 Percent load E=——=1 50 Percent load

Effect of the Chosen Platform on the Percentage Difference with
the BaseLine Results for Available TCP Throughput
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Stand-alone emulators  Help
hallenges
) CCNA

CCNP1_Adv_Routing

Acad_NetSecurity’
ad_NetSecuriy

Router_Addiional

£ Switch_Additonal

{®) CCVP (Voice)

MPLS

Voice_Gateway

'VPN3000_Modem

WirelessController

CNA_Security

@ Cisco Challenges

IThis option includes a range of challenges for routers, switches, wireless access points and PIX
firewall. To activate a challenge, select it from the tree view, and then double click on the
challenge:

Why can’t learning
networking be more fun?

NetworkSims.com

Bill Buchanan

Author: Prof Bill Buchanan
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C Network Emulators: networksims.com. Author: Prof W Buchanan Version: Napier student{4.7.0 (Build 090309))

File Stand-alone emulators Help

CCNA
CCNP1_Adv_Routing
CCNP2_Remote_Acc
CCNP3_Multi_Switch |
CCNP3_Multi_Switch |
CCNP4_Debug
Wireless
Pix_SNPA(642-522)
ASA_NewPIX

Host

CCNP_ISCW
CCNP_ONT

Security
C_Acad_NetSecurity’ _
C_Acad_NetSecurityz 1
Router_Additional
Switch_Additional
CCVP (Voice)

MPLS

Voice_Gateway
VPN3000_Modem

Description |

= EI@‘

Wide range of emulated devices
Network>ms.com '

'@ Cisco Challenger:

{This option includes a range of chall
ffirewall. To activate a challenge, sel
|challenge:

File Stand-slone emulstors  Help
Simustor

Reitements  Actviy
Qit Smulator

Showun
ShowVer o
Show History Encryption
Requirement
New Chal
Copture

Param,

i -
[cradenge No: 3
ot

10221724

10222724
Time: 00-00:22
Correct
|0 out of 16
192.168.1.1/24
||",'pe Fault

Challenge No: 1
Fic Fault (5 Router -
Incomect |P address)

- dent(4.7.0 (Build 090309

r2 | Router3

10331724

s0 1033224

10.4.4.2/24

192.168.2.1/24

H3 _!'

Simulator

o Requirements
Quit Simulator -
Cisco Int

Show Run 105 (tm)
Show Ver
Show History
Requirement r
dging
New Chall. S eofr
Capture Etherne
serial
Param. tes
byt
Soln
Demo

| Diagram

ernetwork operating System Software
2500 software (C2 -D-L), Vversion 12.0(4),
(c) 1986-1999 by cisco sten
wed 14-Apr- 21 by ccai
0x03037C88, data-base:

with 2048k

030) proces K]
revision

or
board ID 13583483,
software.
ware, version 2.0.0

EEE 802.3 i

netTwc interface(s)
of -volatile configuration memory.
s of processor board System flash

ion L)
1 hardwar

d!00:00:00:

Please do not press the button below
until you have found the fault

Reveal Answer to Fault

ng System Soft are
RELEASE SOFTWARE

pst 1
ese paramelers

Al p: Interface EO, changed stal
'DOWN: Line protocol on Inte)

Interface s0, changed sta
'DOWN: Line protocol on Inte

inds, one per lin End wit
ite to administratively down|

OOOoonoonn

'DOWN: Line protocol on Inte|
wcastle

File Stand-alone emulators  Help
Simulator
Quit Simulator
Show Run
Show Ver
Show History
Requirement
New Chall.
Capture

Param.

D

centre for

distributed

computing

& SEcCUrity
y

MNetwork Emulators: networksims.com. Author: Prof W Buchanan Version: Mapier student(4.7.0 (Build 090309)) o ||=] R

{2 Information

[E———

Un]que challenges

. UGN (IS, QUIOTIG.COIm
M P (ED

M Subnet (E0)

W Status (E0): up

M Description (E0): sal

M Speed (E0): 100

M Duplex (E0): full

M Hostname: dumfries IP: 140.121.5.3

M Hostname: washington IP: 194.63.132.9
W Hostname: paris IP:211.19

C Network Emulators: networksims.com. Author: Prof W Buchanan Version: Napier student(4.7.0 (Build 090309))

0.25Mbps

0.5Mbps

rate on the box, and
check answer with the
green button

e g )

0.25Mbps

\r I 2.25Mbps I

Time:

Correct

Doutof 16

1.5Mbps
I 1.75Mbps l

Type: Activiy
(Challenge No: 4

| 2.75Mbps |

Data Rate Calcuiations

Feedback

|Router 1: 00:00:04 Configuration mode
|Router 1: 00:00:07 Hostname is set to newcastle
|Reseting devices freset Challenge)

Fault-finding exercises

l 0.75Mbps I

Feedback

[Router 1: 00:00:04 Configuration mode
[Router 1: 00:00:07 Hostniame is set to newcastle
Reseting devices (reset Challenge)




U
Q
d
-
o
—
whd
IQ
0
-
O
(Pl
-
Q
d
c
D
O

Computing and

Security

distributed
computing
s Security

Risk Analysis in e-Commerce
Matthew Miehling

Author: Prof Bill Buchanan
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Next-Generation Intelligence
Gathering Framework

Omair Uthmani

Author: Prof Bill Buchanan




Email >Rights
service

Web
service

Disk storage

In-the-cloud service
computing T

-1 Prove'
Zl identity -
-
Application Ll
Users PP c-ato .
service 1141
(2}
je :
o Processing
= service

Infrastructure: SAML, WS-*

In-the-cloud computing




O N External

“ access

\

Domain
(Health)

Federated Identity
Provider
(Strong — dns)

Federated Identity

Provider
(Weak — google)

Data
sr_larlng policy/ / oot
intelligence <
/ distributed
/ S EoCuriy

Role
7. | In domain
-y

Data rights within
domain based on
role

SPoC
(Single point-
Of-contact)

Domain
(Social Services)

Sub-domain

Domain
(Police)

Author: Prof Bill Buchanan

Enhanced data security infrastructure
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Post-mortem analysis
[Digital Forensics
experience of tirgglimes]

Infection Tracking/Modelling
Infrastructure

Christoph Thuemmler

Author: Prof Bill Buchanan
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EPS

Entity tracking system

umi _
(Unique Medical _ Object. -
Identifier) identification RFID

Location
tracking
And

umi

Wireless
Sensor
(Access-point

Infection

timestamping

D
Location
sensing

or wireless
sensor network)

entity

Location [Zone, Area, Pos]

@

distributed
computing

Spline trace

Object A/

-

Spatial analysis Infection trail

remnance

storage

Entity auditing tool

windowing analysis tool
Auditing/
forensics

Infection Report
Model writing

Imperial College
L. ondon

Post-mortem analysis tool

s SECUrity

Calibration

points

ERPSC Grant:

¢ Clinical: Christoph Thuemmler, MD), Prof Derek Bell (Acute

Medicine — Imperial), Jodi Lindsay).

e Modelling/Networking: Bill Buchanan, William Knottenbelt

(Imperial)

Author: Prof Bill Buchanan

Infection Tracking




Current activities:
Digital DNA, Performance
Evaluation of Security,

Oblivious Transfer
Methods ...
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