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Current activities:

Digital DNA, Performance 

Evaluation of Security, 

Oblivious Transfer 

Methods ...
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Next Generation 

Research:

What’s stopping us 

from making it faster?

What’s stopping us 

from making it more 

secure?

What’s stopping us 

from making it more 

creditable?

Blue skies:

What’s the 

major step 

changes?

3-6 y
ears

10 years

Industry R&D:

Make it smaller?

Make it faster?

Make it more compatible?

1-3 years

Commercialisation.

Spin-outs.

Patents.

Knowledge Transfer.

Keep the researchers ...

PhD start
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Mobile Systems

Mesh/Ad-hoc Networks. Dr N.Migas

Mobile IP.Dr I.Romdhani

Group communications. Dr A.Al-Dubai/Liang Zhao

Security

Intrusion Detections Systems

Performance Evaluation (Dr) L.Saliou

Intelligence-sharing frameworks Omair Uthmani

Risk Analysis in e-Crime Mat Miehling

Next generation systems A.Kwecha

Privacy preserving algorithms Z.Kwecha

Digital Forensics

Digital DNA Dr J.Graves/Niladri Bose

Simulators/Educational Frameworks

Network Simulators Prof B.Buchanan

Linux Zoo Dr G.Russell

e-Health/Speech Analysis

RFID. Dr C.Thuemmlar, MD

Infection Tracking. Prof Nick Christophi 

Patient Risk Assessment.

Patient-centric systems.

Speech Analysis. A.Lawson/Dr John Old
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Digital DNA
Jamie Gravies

Why can’t Digital Forensics 

be more like 

Forensic Science?
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Existing Digital Evidence is 

generally not fit for purpose

Legacy

Not designed for current needs

“Digital DNA” conceived as a new 

form of metadata:

Digital Forensics

Auditing/Compliance

Monitoring user/process 

interaction

Provides SIEM vendors with 

technical edge

Unique Metadata Collection and 

Analysis Suite

Complete, Accurate, Authentic

Patent Pending (0816556.5 )

Data Collection

Continuous recording, or time 

line, of activity

Data Analysis

Provides probability that activity 

occurred, akin to the use of DNA 

evidence in court

Unique form of host-based 

metadata 
Details of file-access history and process 

interaction

Offline analysis abilities

Compliance, eDiscovery, and 

Digital Forensics ready
Easily integrates into multiple strategic 

activities

Patent-Pending fingerprinting 

technology
Robust form of evidence

Compliments existing audit data
Adds value to existing SIEM audit sources
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Probability 

of user opening

sales data: High

(2.9e-5)

Fingerprint of Activity
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Data

Collector

Data Analysis

(DNA Magnifier)

Data 

Storage
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1-N Oblivious Transfer 

Algorithms in Privacy-

Preserving Investigations 
Zbigniew Kwecka

How do you balance the 

rights of the individual 

against the rights of the 

investigator?
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Organisation

(data holder)

Organisation

(data holder)

IndividualIndividual

Public AuthorityPublic Authority
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BobBob

Public AuthorityPublic Authority

Request for Bob’s 

purchase data, which  

identifies him as a suspect 

Request for Bob’s 

purchase data, which  

identifies him as a suspect 

On-Line Shop
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1-n OT Access for Privacy-Preserving Investigations
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Bob

SUSPECT

Bob

SUSPECT

Public Authority

CHOOSER

Public Authority

CHOOSER

On-Line Shop

SENDER
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1-n OT Access for Privacy-Preserving Investigations
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Public Authority

CHOOSER

On-Line Shop

SENDER

Bob
SUSPECT

Bob
SUSPECT
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Dynamic Performance 

Modelling for Network 

Devices 
Lionel Saliou

How do you assess the 

affect of security on 

networked devices?
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Dynamic Performance of Security Devices
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Network Firewall 
ComponentNetwork speed

Network load

Device-oriented metrics with error-
rates

Network-oriented metrics with error-
rates

Platform Interface Direction

Filtering
layer

Critical rule 
position

Size

Firewall rule-set

Chosen device

Network conditions Output Metrics

Organisational Dimension Structural Dimension Security Dimension

Environmental 

conditions D.U.T

Platform Network Speed Interface Direction LayerRule-set size Critical rule

position

Network metrics:

* Latency

* TCP Stream

* Error-rate

Device metrics:

* CPU Usage

* Processor Memory

* Error-rate
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Dynamic Performance of Security Devices
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NetworkSims.com 
Bill Buchanan

Why can’t learning 

networking be more fun?
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Fault-finding exercises

Wide range of emulated devices

Unique challenges

Fun activities

Integrated lectures
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Risk Analysis in e-Commerce 
Matthew Miehling
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Next-Generation Intelligence 

Gathering Framework 
Omair Uthmani



Stateful firewallIn-the-cloud computing

Identity 

service

In-the-cloud

computing

Users

Email

service

Web 

service

Disk storage

service

Application 

service

Processing 

service

Rights

Prove

identity

Infrastructure: SAML, WS-*
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Domain

(Health)

Domain

(Police)

Domain

(Social Services)

Role 

In domain

Data

sharing policy/

intelligence

Federated Identity

Provider

(Weak – google)

Federated Identity

Provider

(Strong – dns) Sub-domain

SPoC

(Single point-

Of-contact)

Data rights within 

domain based on 

role

External

access
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Infection Tracking/Modelling 

Infrastructure 
Christoph Thuemmler

Entity A

Entity B

Entity C

Entity D

Window of opportunity

[Time, Physical space]

Post-mortem analysis

[Digital Forensics 

experience of timelimes]
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Infection Tracking
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Wireless

Sensor

(Access-point 

or wireless 

sensor network)

Object 

identification

Location 

tracking

And 

timestamping

UMI

(Unique Medical

Identifier)

Infection 

entity

Spline trace 

storage
Spatial analysis 

windowing

Infection

Model

Infection trail 

analysis tool

RFID

Location

sensing

UMI

Location [Zone, Area, Pos]

Object 

remnance

Auditing/

forensics

Report

writing

Calibration

points

Post-mortem analysis tool

Entity tracking system

Entity auditing tool

ERPSC Grant:

Clinical: Christoph Thuemmler, MD), Prof Derek Bell (Acute 

Medicine – Imperial), Jodi Lindsay).

Modelling/Networking: Bill Buchanan, William Knottenbelt 

(Imperial)
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